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PDF Metadata in the Practice of Law














Clerk Seeks Indemnification for Metadata Disclosures



The Florida Bar has released an article which states:




 "Florida Court E-Filing Authority, which manages the statewide e-filing portal, that it include a warning on the page where filers designate the type of document they are filing. That notice will read: “Warning: Removal of document metadata is the responsibility of the filer. Any document metadata remaining may become part of the public record.”

The idea is that an identity thief, fraudster, et cetra may obtain metadata from a filer failing to scrub PDF documents after redactions, and obtain SSN's, credit card numbers.

Is the Florida Court E-Filing Authority a clerk of court?  They seem to fill the role.  Or are they as "Pacer" is to the Federal Clerk?



The article goes on to note that only 37% of online filers create searchable PDF's.  Wow. 

I'm curious as to how many untold gigs of storage is wasted by clerks of court.



Metadata's potential usefulness, apparently, caught the clerk, and by inferrence some judges by surprise:




Mary Cay Blanks, clerk for the Third District Court of Appeal stated: 


“All kinds of information was in that document, who the judge was, who the secretary was; everything is in there,” she said. “We realized we had to strip all of that information, which, now we do.”

While it may be a prudent practice to strip such metadata and information from an opinion or an order, shouldn't we be allowed to know these things anyway?  If I were a Plaintiff or a Defendant receiving an order, I might like to know what judge worked on it, or what secretary worked on it.  But



I bet you dollars to donuts that the Clerk of the many DCA's can tell you the exact date and time when a Appellant's lawyer got notice of Oral Argument through the logs of their webserver and unique URL's.  It's a metadata of sorts, as it is not exactly plain on the surface that this information is recorded.   I digress- if you are in a law firm, it is obvious that you should not allow metadata to be shared with opposing counsel, or the public at large.



Redaction of PDF metadata in regards to editing out personal information is a no brainer.  If you draw a box over some text in a PDF, the text remains.  If you redact, do so properly. 

https://blogs.adobe.com/acrolaw/2010/06/ricks-guide-to-using-redaction-in-acrobat-x-pro/



Apparently in Linux, if you are not running Acrobat in Wine., there is not much of a good way to redact, except Inkscape Vector Editor:

https://askubuntu.com/questions/72920/is-there-a-better-way-to-redact-a-pdf



If I told you how often I looked at PDF metadata to get ideas about a case, confirm a fact, confirm a filing time, you'd probably get the wrong idea about me.  I have had two cases where I used PDF metadata to figure out what attorney or firm was responsible for the filing or the drafting of the documents.  One of the cases was widely publicized.  The other case was an attorney who continued to file documents on behalf of his client when they substituted in new counsel after a motion to disqualify.



In addition, there have been at least three other cases where I have used PDF metadata to identify a John Doe defendant, or a metadata remnant of a non-attorney created PDF was key in opening up a new strategy.   



The truth is, that advising attorneys to scrub all metadata from a PDF before filing is a little overbroad.  Is it a good practice?  Sure.  But essentially, scrubbing PDF data is kind of destroying the evidence.



As a part of my practice includes criminal defense, I suppose I could advise everyone out there to scrub their metadata. 
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ResearchPeptidesFebruary 17, 2018 at 5:43 AM
Easily, the article is actually the best topic on this registry related issue. I fit in with your conclusions and will eagerly look forward to your next updates. Just saying thanks will not just be sufficient, for the fantasti c lucidity in your writing. I will instantly grab your rss feed to stay informed of any updates. Geoff Gallagher
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Sa divorceSeptember 8, 2018 at 5:48 AM
Valuable article which give lots of information. I like the way of explanation. To know about family law attorney san antonio contact to talented professionals.
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DannyOctober 23, 2018 at 9:10 AM
Thanks for sharing this article. Its really helpful and the way you explaining the things in this blog is really awesome. I want to share this with Divorce Attorney Coral Springs.
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EATON FAMILY LAW GROUPMarch 15, 2019 at 8:29 AM
I appreciate your time and patience for giving such a valuable information in this blog. Houston divorce attorney who provide professional divorce lawyers and attorneys specializes in handling most typical of divorce cases.
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SjadenMay 12, 2019 at 5:34 AM
 Potential customers who know you and trust you in any way will be bound to procure you when they need legitimate administrations.lawyers specializing in medical malpractice
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Claudia DavisMay 19, 2019 at 7:26 AM
In the event that we wish to comprehend the utility of criminals in the humanized world, we should envision the universe of nature without weeds. In such a world, all plants should be developed by man with fake watering - channels, tube-wells, and other water system frameworks utilized for agribusiness.law offices of thomas nowland
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SjadenJune 27, 2019 at 6:21 AM
At times however something turns out badly and you can really be harmed by one of the gadgets that were intended to ensure and spare your life. slip and fall attorneys
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Jack SonOctober 1, 2019 at 2:05 PM
Speaking of ads, unless you have a marketing/sales knowledge and experience, you would never know how advertisements work. The advertisements are developed to psychologically trigger your emotional senses and make you respond to the call of action of the ad. divorce lawyers in trichy
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Marta PiszckaDecember 24, 2020 at 8:06 AM
You should go for those courses that are likely to challenge your cognitive and analytical capacities. Also, it is better to get used to a significant amount of writing and reading since you have to do a lot of that in Law school. https://dr-goz-peter-ugyved.business.site/
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JoseFebruary 1, 2021 at 7:39 AM
The EC law on locale is more disposed towards the significance of consistency and conviction in the standards than towards issues like equity and adaptability as can be perceived after perusing the eleventh presentation of the Regulation that expresses: 'The guidelines of ward should be exceptionally unsurprising and established on the rule that purview should by and large be founded on respondents residence and ward should consistently be accessible on this ground save in scarcely any characterized situations..www.the-injuryattorney.com
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DavidJune 14, 2021 at 8:14 AM
The well-being of your child is too important to leave to arbitrary court rulings; a child custody attorney can determine how you as a parent should proceed. child support calculator
ReplyDelete
Replies

Reply




	
GetLawJanuary 18, 2022 at 12:26 PM
I always check this type of advisory post and I found your article which is related to my interest.Adultery lawyers in Bangalore This is a great way to increase knowledge for us. Thanks for sharing an article like this.
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LewisApril 26, 2022 at 12:43 PM
An issue that one can argue is that civil law is not as effective because it is broken up into different codes and not just one whole. https://www.bestdivorcelawyerdelhi.in/
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Dominican Vital RecordsJune 14, 2022 at 7:30 PM
I read the above article and I got some knowledge from your article. dominican republic divorce records, It's actually great and useful data for us. Thanks for share it.
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